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India is fast emerging as a significant player in the global race toward secure, quantum-based
communications. The International Quantum Communication Conclave (IQCC) 2025 spotlighted India’s
growing capabilities in this field, with quantum communications (QC) poised to become the backbone of
future secure networks. Unlike traditional encryption, quantum communication leverages the laws of
quantum mechanics, offering resilience against classical and quantum cyber threats. As global
investments in quantum technologies exceed $44.5 billion, India is strategically positioning itself to lead
with indigenous innovations and national-scale deployments.

The Indian government has made quantum communications a core pillar of its National Quantum Mission
(NQM), aiming to create a robust ecosystem of research, commercialization, and deployment. Several
institutions such as Indian Institute of Technology (IIT) Madras, the Centre for Development of Telematics
(CDOT), and the Raman Research Institute (RRI) are spearheading foundational projects. For example,
[IT Madras has pioneered the Metro Area Quantum Access Network (MAQAN) metro fiber testbed in
Chennai, while CDOTs working Quantum Key Distribution (QKD) deployment in Delhi, developed in
collaboration with IIT Delhi and DRDO, marks an important milestone. Building on these, the ambitious
Quantum Internet with Local Access (QUILA) program aims to link major Indian cities through a 2,000
km quantum backbone, integrating terrestrial and satellite QKD with Post-Quantum Cryptography (PQC)
and quantum memory, laying the foundation for a national quantum internet.

CDOT, emerging as the country’s quantum commercialization engine, has developed certified QKD
systems based on Coherent One Way (COW) and Differential Phase Shift (DPS) protocols. CDOT also
is prototyping Measurement Device Independent (MDI) QKD for mitigating side-channel attacks. Its
innovations in multiplexed and multi-core fiber QKD remove the need for costly dark fiber while extending
secure communication ranges to 120+ km. Critically, CDOT has indigenized key components like single-
photon detectors, cutting costs by 90% and reducing foreign dependency.

Another major leap forward is the shift toward chip-scale QKD. Miniaturizing bulky quantum components
into photonic integrated circuits will allow for scalable, cost-effective deployment across telecom and
cloud networks. India is investing heavily in this direction via the Ministry of Electronics and IT (MeitY)
and the Department of Science and Technology (DST), funding photonic chip R&D at institutions like
Indian Institute of Science (11ISc) and IITs. These chips will also form the building blocks for future 6G and
Al infrastructure.

Satellite quantum communication is the next frontier. RRI, in collaboration with the Indian Space
Research Organization (ISRO), is developing ground-to-satellite QKD systems with adaptive optics and
precision tracking, offering a viable solution for long-distance, terrain-agnostic secure links. Their
research in device-independent randomness and free-space optics enhances India’s readiness for
global-scale quantum communication networks.

Finally, industry players like QNu Labs are transitioning research into deployable systems by
commercializing hybrid models that integrate QKD, PQC, and quantum random number generators.
These efforts, aligned with NQM, mark India’s emergence as a serious contender in the global quantum
race — strategically, scientifically, and commercially.
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